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ENABLING TRUST IN THE FACE OF THE INTERNAL THREAT

In today's business climate, the trust placed in internal network users is more critical than ever to the survival of
the organization. In order to compete in an interconnected world, organizations need to make data resources available
to an ever-expanding circle of authorized users. However, until now, sharing information meant exposing it.

To enable the trust necessary to succeed in a climate of openness and information sharing, organizations are seeking
the "perfect balance" between trust and self-preservation. Organizations need rapidly implemented, low overhead
solutions that transparently seek out internal security weak spots, vigilantly monitor endpoint activity, and quickly
respond to security events in real time.

CLIENTLESS ENDPOINT SECURITY MANAGEMENT

Spectator Professional is the first internal network security solution to address a broad scope of internal threats with no invasive client
software installation required. Simple and transparent, Spectator Professional's Clientless Endpoint Security Management system detects
and eliminates both pre-defined and organization-specific threats originating from endpoints and servers - effectively preventing loss of
critical information without stretching tight IT budgets. Rapidly deployed in the network by non-technical staff and placing no burden on
network resources, Spectator Professional delivers more security with less overhead.

As the core of modern business, IT systems are both mission critical to the enterprise and subject to increasing regulatory demands.
Security policy enforcement, always an issue of internal concem, is now often externally mandated and monitored. Spectator Professional
allows organizations to ensure complete network endpoint security compliance, featuring an easy-to-access and comprehensive audit
trail function.

DETECTION, REPAIR, PREVENTION, MONITORING

Spectator Professional detects, repairs, prevents, and monitors all known and possible threats that originate from within the network's
endpoints and servers. When a threat is detected, Spectator repairs them and takes steps to prevent their recurrence. Spectator's monitoring
functionality can run continuously to ensure ongoing compliance with organizational security policy and governmental regulations.

DETECTS HIDDEN THREATS

Spectator Professional looks for the unexpected weak links inside the network - threats that can
circumvent gateway defenses or originate from within, due to internal user errors or malicious intent.
For example, Malware injected from using home produced media or downloads from inappropriate
websites; Disabled Anti-Virus, Personal Firewall or Security Proxies; Open shared drives or folders and
the presence of unauthorized applications.

REPAIRS PROBLEMS BEFORE THEY BECOME SECURITY BREACHES

Once a threat has been identified, Spectator Professional enables immediate remote rectification of
the problem - Eliminating processes, Enable/Disable services, Uninstall applications, Re-enable Anti-
virus or reversing harmful registry changes without the overhead of technical staff or physical intervention.

PREVENTS SECURITY BREACHES

While continuing to detect and repair existing security threats, Spectator Professional also prevents
potential security breaches and information leakage by controlling or blocking the use of peripheral
devices. For both onboard (CD or floppy drive) and external (USB) devices, Spectator Professional
allows definition of granular rules that control access to peripherals from any network endpoint or group
of endpoints.

MONITORS FOR COMPLIANCE

Once the network is secured, Spectator Professional makes sure that it stays that way by continuing
to inspect for both pre-defined and user-defined threats. With no burden on network resources, Spectator
Professional periodically or continuously inspects all endpoints and servers in the network, ensuring
that they remain compliant with both internal security policies and external regulations such as SOX,
HIPAA, ISO 17799 etc.
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BROAD SCOPE OF PROTECTION
Spectator Professional vigilantly monitors the network’s endpoints and servers, checking for:

- Unauthorized applications, Processes, Services, and Start-Up commands
- Unauthorized attachable or permanent hardware devices

- Improper use of organization computing resources

- Unauthorized laptops or other access points connected to the network

- Surveillance applications

- Disabled or unavailable security clients

With the aim of eliminating threats before they become security breaches, Spectator Professional can be configured to prevent:

- Usage of external storage devices — USB mass storage devices such as disk-on-key, external hard-drive etc.
- Usage of any type of modem, such as PCI modems, external modems, wireless modems etc.

- Usage of floppy drives, CORW, CD-ROM and DVD.

- All USB interfaces

RAPID IMPLEMENTATION, LOW TCO, FAST ROI

Installed in minutes, Spectator Professional delivers accurate results without raising network overhead. With an extremely intuitive interface
designed for use and customization by non-technical users, Spectator Professional requires no expensive technical resources or specialized
hardware. The system places no burden on network resources, and requires no endpoint client software.

ABOUT PROMISEC

Promisec provides complete information security solutions that detect, repair, prevent and monitor threats to the internal network originating
from within the organization. Promisec’ solutions enable organizations to confidently place trust in their most important assets - their em
ployees. Promisec enables IT security administrators to independently manage their internal network security & more effectively enforce
security policies to prevent the loss of critical information. Promisec is pioneering the development of Clientless Endpoint Security
Management, by providing non-invasive endpoint solutions for enterprises to consistently manage all internal security needs.

With offices in Boca Raton, New York, and an R&D center in Israel, Promisec is backed by experienced and prominent private investors.
Promisec's seasoned management team brings broad experience from the network security industry. The company's executives have held
high-level managerial positions at Check Point, Aladdin and other leading companies with all founders coming from an elite technology
unit in the military. Complementing the management are experienced and professional technical teams who together constitute a creative,
professional and motivated industry-leading force.

CONTACT INFORMATION
For any questions or additional information, please contact us at sales@promisec.com
Promisec Israel (Headquarters) . Promisec Inc.
11, Moshe Levi Street ' 461 Fifth Avenue PHDmI
UMI Building New York
Rishon Le Zion 75658, Israel : NY 10017, USA .
Tel: +972-3-9519533 L Tel: (212) 743 9916 www.promisec.com
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